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The key timing accuracy and continuity 
requirements for the modern world are not 
so hard to meet.



Transportation (excluding comms)

Data centers (e.g., Google TrueTime)
~1 sec.

~1 ms
Finance (MiFID II)

< 100 us

Energy (IEEE 60255-118-1-
201814)

< 2.6 us

< 3 us (traceable to UTC)
65 ns (relative within network)

Comms
 (3GPP NR)

ITU-T G.8272.1: < 30 ns locked, < 100 ns holdover @14 days     



Time accuracy demands beyond ITU-T G.8272.1 are driven by ISAC  



Widespread GNSS interference over the 
past few years has been much more 
disruptive for positioning than for timing.



Broadcast spoofing:
2024: Hundreds of flights 
per day spoofed in 
eastern Mediterranean.  



Major source of spoofing around Israel during 2024: an IDF airbase.  



Tens of thousands of aircraft and millions of 
devices were affected by the intense GNSS 
interference around Israel in 2024.  But there 
were no reports of significant interruption to 
telecommunications, finance, or Internet 
provision.



Likewise, the GNSS interference 
near Venezuela in December 2025 

and January 2026 disrupted 
aviation and ground traffic, but not 
comms, finance, Internet provision.  



Secure, accurate, and resilient timing is a 
fundamentally easier problem than positioning 
with the same attributes: For timing, accurate 
position and velocity is typically known, which 
means the problem reduces from 8 to 2 
parameters (clock offset and drift).   



The silver bullet timing solution is …
 globally available
 as economical to integrate as GNSS
 accurate to <15 ns
 secure against deception
 resilient to interference/outage/indoor use
 
 

Global

Economical

Accurate

Resilient

Secure



Secure timing requires bi-directional signaling with known minimum 
path latency between nodes being synchronized.  



There is no silver bullet, nor should we feel 
entitled to one.



But over the past 5 
years several bronze 
bullets have emerged.  
These are good if 
imperfect solutions 
among which at least 
one is probably 
adequate for your 
needs.



Multi-constellation, multi-frequency 
GNSS with Galileo OSNMA

Global

Economical

Accurate

Resilient

Secure



Optical time distribution over 
metro-sized areas with White Rabbit 
(IEEE 1588-2019 HA)

Global

Economical

Accurate

Resilient

Secure



Iridium PNT (formerly STL): 
Strong LEO signals with crypto tags 

Global

Economical

Accurate

Resilient

Secure



VIAVI ePRTC360+ primary 
reference time clock Global

Economical

Accurate

Resilient

Secure



VIAVI SecurePNT 6200 with 
Cesium clock input and STL option

Global

Economical

Accurate

Resilient

Secure





LEO mega-constellations such as Starlink, 
OneWeb, and Amazon Leo offer the promise of 
resilient and secure timing from LEO with 
unprecedented precision …

   … with some caveats.



If tight T is what matters to you,
Then Doppler-based methods eschew!
 For P they're ok,
 If you don't mind delay,
But for time only ranging will do!





Good  



Bad  



Ugly  

Big caveat: Opportunistic use of Starlink signals for time 
distribution is only possible (for now) with network aiding.  







Beware interference from above – it can be 
continental rather than local/regional, 
implying that time backups distributed over 
nation-sized areas yet still dependent on 
GNSS may not be effective.



February 11, 2026 interference 
from space causes up to 10 dB 
degradation in GPS L1 CNR.



Interference is transient, 
lasting only 3-5 seconds.

Even weak CNR drops 
are detectable due to 

simultaneous effect across 
many continuously 
operating reference 

stations.



The pattern has been evident since 2019  



February 11, 2026 interference 
from space causes up to 10 dB 
degradation in GPS L1 CNR.

A friend in Norway: 
“Hi Todd, I captured 

simultaneous 
wideband data from 

the Feb. 11 2026 
event at two widely 

spaced stations.  
Might they be useful 

in your quest?”



With some fancy processing, we were able to measure the TDOA time 
history to better than ~10 ns, which allowed us to obtain a high-

confidence identification of the offending SV … 



“Нам плевать на ваши драгоценные RNSS-частоты”

KOSMOS 2546 (green) is part 
of Russia’s Edinaya 

Kosmicheskaya Sistema (EKS) 
early missile warning system.

Молния = Molniya = Lightning



Journal paper will fuller analysis forthcoming.
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