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“The PRC remains the most active and persistent cyber threat to U.S.
government, private-sector, and critical infrastructure networks.”

“If Beying believed that a major conflict with Washington was imminent, it
could consider aggressive cyber operations against U.S. critical
infrastructure and military assets. Such strikes would be designed to deter
U.S. military action by immpeding U.S. decision-making, mducing societal
panic, and mterfering with the deployment of U.S. forces.”

Annual Threat Assessment of

The US. Intelligence Community
2025



Russia

“Russia’s advanced cyber capabilities, its repeated success compromiy
sensitive targets for intelligence collection, and its past attempts to pre-
position access on U.S. critical mfrastructure make it a persistent
counterintelligence and cyber attack threat.”

“Moscow’s unique strength is the practical experience it has gamed
inte grating cyber attacks and operations with wartime military action, almost

certamly amplifying its potential to focus combined impact on U.S. targets i
timeyof conflict.”

Annual Threat Assessment of
The U.S. Inteligence Community
2025



SUCCES SIC?UL CYBER’A&I IVITY!

* 2007, Russia attacks Estonia government, banking and media
* 2009, Lockheed Martin targeted by China for F-16 data
2010, Stuxnet takedown of Iranian centrifuges

2015, Russia attacks Ukraine power grid (also 2016 aynd 2022

* 2024, China cyber attacks mmcreased 150% agamst Solkheast Asia and

Taiwan




UNITED S TABTES CYBER’C%M \Y| AN%

Direct, Synchronize, and Coordinate Cyberspace Planning and Operations -
to Defend and Advance National Interests - m Collaboration with Domestic
and International Partners.

* Commander of USCYBERCOM & Director of the National Security Agency

Title 50 vs. Title 10

* All Services have cyber forces

Continuous cyber activity, warfighting readiness







China

“China has eclipsed Russia as a space leader and is poised to compcge with
the United States as the world’s leader in space by deploying increasi
capable interconnected multi-sensor systems and working toward ambkious
scientific and strategic goals.”

“Counterspace operations will be integral to PLA military campaigns, and
China has counterspace-weapons capabilities mtended to target U.S. and
allied satellites. China already has fielded ground-based counterspace
capabilities, mcluding EW systems, directed energy weapons (DEWs), and
antgatellite (ASAT) missiles mtended to disrupt, damage, and destroy target

29

satequtes.

Annual Threat Assessment of

The U.S. Intelligence Community
2025




Russia

“Russia continues to train its military space elements and fiecld new
antisatellite weapons to disrupt and degrade U.S. and allied 'space
capabilities. It 1s expanding its arsenal of jamming systems, DEWs, on-otbit
counterspace capabilities, and ASAT missiles designed to target U.S. and
allied satellites. Despite its Soviet legacy, the war in Ukrame has revealed
glaring deficiencies m Russia’s space-based architecture.”

“Moscow uses its and others’ civil and commercial remote-sensing satellites
to yupplement military-dedicated capabilities and has warned that other
coutries’ commercial mfrastructure in outer space used formilitary
purpgses can become a legitimate target.”

Annual Threat Assessment of

The U.S. Intelligence Community
2025



Russia‘ Part 2

“Russia 1s developing a new satellite meant to carry a nuclear weapon¥as an
antisatellite capability.”

“Anuclear detonation in outer space could cause devastating consequences
for the United States, the global economy, and the world in general. It would
harm all countries’ national security and commercial satellites and
infrastructure, as well as impair U.S. use of space as a driver for economic
deyelopment.”

Annual Threat Assessment of

The U.S. Intelligence Community
2025
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And then there were others...
)

“It 1s a wise thing to also have your own resources in case of
. .I . . . . . .
contingencies or in case of complications m geopolitical spheres.”

Hermann Ludwig Moceller, Director, European Space Policy Institute
2025
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GPS Spoofing & Jamming Map

Making GPS interference visible in real-time.

Edinburgh

POWERED BY
Wska v

SERVICES

London

Paris

GPS Interference Layers ~

Show Spoofing
& Position Before -+
& spoofed-to Position @
& Position After 4
& Before — During = Ita
& During — After —
& Before — After a—

Naples

Show Jamming

Tunis

Theme v

Valletta

© 2026 SkAl Dala Services

GPS SPOOFING

Surgut

\*:l.‘siuk-

Stackholm
yumen

Yekaterinburg

@

Istanbul : . ﬁ\ ’
B, 5

Ankara K +{

Athens lzmir

Krasnoyarsk

Tomek

Novesibirsk

Omsk

Astana

Mashhad

Terms PrivocyPolicy Impressum Info Subscripions White Paper Support Blog Linkedin Skil Data Services

Tashkent

Lat: 43.685° N | Lon: 47.361°

Almaty

Bishkek

Kabul

Urimaqi

Zhengzh




THREATS<TO SPACE SYSTEM S

] Directed Energy ]
Denial and Weapons Orbital Threats

Deception Ground Site
Attacks

REVERSIBLE NONREVERSIBLE

Space Situational .
AN Nuclear Detonation

Awareness !
Electronic Kinetic Energy In Space
Warfare Cyberspace Threats
Threats




#RECENOT SPACE ACTIVITY

. -2007, China conducts hit-to-kill anti-sate llite (ASAT) test; India (2019)
and Russia (2021) follow suit and continue to develop counterspace

programs o
e 2016, China tests first robotic arm on satellite

2018, Russia conducts tests on “stacking doll” satellite

 2022-present, Russia continually jams and spoofs GPS




UNITED STAETES SPACE!C:;MMANB

USSPACECOM conducts operations in, from, and through the space domai
(100 km+ altitude) to deter aggression, defend U.S. and allied interests, and
deliver space combat power. As a unified combatant command, it mtegrates
military spacepower mto global, multi-domain operations, ensuring space

superiority and protecting national security

* Forces principally from United States Space Force, Colorado connection

* Contmmuous space activity, warfighting readiness

* Traffic m space growing exponentially




HYBRID ATTACKS — CYBE!g zND SPgCE

2010, Russian actors hacked Norwegian ground station. NASA/NOAA
satellites, no commands

« 2022, Russia effectively attacks Viasat modems, targeting command and
control

* 2023, Chmna hacked the Japan Space Agency and dowgloaded its
directory

* 2022-present, Russia “cat and mouse” game with Starlink\user termmals




©  DETERRENCEIS THEKEY

“The most important priority for Western militaries i1s to prepare for a great
power war with the intent to deter.”

@)

The Character of Fgture War to 2030, 2024

Lt Gen (ret.) Hinote, USAF; Maj Gen (ret.QRyan, Royal Aus. Army
Special Com\etitive Studies Project

(Funded by Eric Schmidt, fn} Google Chair, CEO)




* Classic strategic deterrence theory:
 Demonstrate the weaponry to impose unacceptable c%sts
* Have the ability to deny benefits ofthe adversary’s attack
 Cyberspace and space highly classified

* We don’t reveal weaponry in either domain, so neithe\aspect works
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